
F8th Inc. Biometrics Policy

Effective date: 2nd day of October, 2022

F8th Inc. is the data controller and can be contacted at:

info@f8th.ai

(833) 388-4678

150 King St W Suite 200, Toronto, ON M5H 1J9

Context

F8th Inc. wants to use, from September 20, 2022, a biometric behavioral authentication system.

To do this, F8th Inc. needs to obtain your consent to collect biometric characteristics or measurements about

you.

Characteristics or Biometric Measures

The biometric system is based on the analysis and recognition of your unique way of typing on a keyboard and

the unique way you use a computer mouse.

If you give your consent, F8th Inc. will collect your biometric characteristics or measurements according to the

following procedure:

An agent will be installed on the station and will collect data related to the movement and the click speed of the

mouse as well as the speed of typing on the keyboard. At no time will the content of what has been typed or

clicked be recorded.

The biometric characteristics or measurements collected are referred to as “biometric information” in the rest of

this form.

Purpose Targeted

Biometric information is required by F8th Inc. to implement a behavioral two-factor authentication

system.

More specifically, they will only be used to identify you.



Confidentiality and Security Measures / Location of storage of biometric characteristics

According to Quebec Law 25 (the “Act”), your biometric information is personal information: it concerns you and

allows you to be identified.

F8th Inc. is committed to using security measures to ensure the confidentiality of this information. As a result,

your biometric information will be subject to the following measures:

This data will be encrypted and stored in a secure location.

Communication

F8th Inc. will not share your biometric information with anyone except as necessary for a third party to provide

services to F8th Inc. (e.g. computer maintenance or support, secure data destruction, etc.).

When such a case arises, F8th Inc. contracts with the third party to ensure that appropriate security measures

are in place and maintained. The third party may possibly have access to your biometric information, as well as

to identification information, but only insofar as the execution of a mandate or a contract justifies it.

In certain circumstances, where required by law or a competent authority, F8th Inc. may be required to disclose

your biometric information.

Retention

Your biometric information will be retained until the first of the following events occurs:

i. the purpose the data was collected for has been achieved. You will be notified if your data is kept

for longer than this period;

ii. withdrawal of your consent;

iii. request right to rectification or to erasure;

At that time, F8th Inc. will proceed to securely destroy your biometric information as soon as possible,

including that which third parties may have accessed in the context of providing services.

Right of Access and Rectification

As with all your personal information, you can make a request for access to information related to your biometric

information or a request for correction.

To make a request, you must send it in writing to Jonathan Gagne of F8th Inc., at the following coordinates:



150 King St W, Toronto, ON M5H 1J9 or policy@f8th.ai

F8th Inc. must respond to your request for access, correction or information within 30 days of receipt.

Alternative means to biometrics

The biometrics collected, used, or retrained are strictly necessary, as they must be present for the website to

provide the basic functions of the website demonstrating biometrics-based cybersecurity products. If you refuse

or withdraw your consent to the collection, use or retention of your biometric information, you will not be able

to use our website.

Consent

By installing this software, you confirm that you have read this document and that you understand the

information regarding the collection, use and retention of your biometric information by F8th Inc.

I understand that my biometric information will only be used by F8th Inc. for behavioral authentication.

I consent to the collection, use and retention of my biometric information as mentioned in this document.


